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To Bitdefender GravityZone gival pia AUon ac@dA&iag TTou TTapExEl UPnAn
a1méd00N Kal TTPooTadia Xwpig va emapuvel Toug uTToAoyIoTEG. Mapéxel
KevTpIkn dlaxeipion Kal eUKoAn eykardotaon pe évav client yia kaBe T01O
endpoint.

To GravityZone Business Security éxel oxedlaaTei yia Tnv TpoaTagia
OPYOVIOUWY aveCapTATOU PEYEBOUG, KOAUTITOVTOG OTTOIOVONTIOTE ApPIBUO
servers, desktops, laptops physical A virtual. To Business Security BagieTai
o€ pia TTOAUETTITTEdN TTAAT@OpUa TTPpOOTOCIOG Pe duvaTdTNTEG TTPOANYWNG,
avixveuong Kal oTToKAEIoUOU KAOE aTTEIAAG, XPNOIUOTIOILVTAG OTTOOEDEIYUEVES
TeXVIKEG machine learning, behavioral analysis kaBwg kai dlapkr
TapakohoUBnan Twv ekteAoUpEVWY BIEPYATIWV. NIknTAG Tou €TAOIOU Bpafeiou av-comparatives yia £EaIPETIKA
atroTeAéopaTa og OAOUG TOUG TOEIG, CUNTTEPIAaBavOopévnG TNG
TIPOCTACIag, TwV EMOOTEWY, KOBAPIoUOU KaKOBOUAOU AOYIOUIKOU YE
eAayioTa false positives.

ZYNOMTIKA
e [lpooTacia Windows, Linux & Mac otnv idia e KaAUtepn TTpooTacia kal amrédoon BAcel
cloud kovooAa diaxeipiong OUYKPITIKWG JOKIPWY atréd aveEdpTnToug
e [loAuetTiTredn TTpoOTACIA ETTOPEVNG YEVIAG TTOU POpEIG.

TTAPEXEI ATTOTEAECUOTIKE AViIXVEUGT KOl OTTOKAEIONO e 'EAeyxoc kivduvou emibeonc (Risk Analytics)

] AAG.
orromoét]rrme’ amel I']C’ ’ e [IpooTacia ammd eMOECEIG TTOU EKPETAAAEUOVTAI
e AglotroloUvTal OAEG 01 aUYXPOVEG TEXVOAOYIEG BIKTUOKEG EUTTABEIEC.
yla TNV TTpoaTacia Twv endpoints xwpig va
€TMRapUVOVTaAl Ol UTTOAOYIOTEG

To GravityZone &ivai pia enixeipnuarikny AUon nou pnopei va
gykaraoraBsi on-premise rj va @iAo&eveital oro cloud Tn¢
Bitdefender.lMoAueninedn npooraocia pe BpaBeUUEVEC TEXVOAOYIEG ONwWG
machine learning, advanced heuristics, anti-ransomware ,I0XUpo
anti-exploit, signatures ,Firewall kai Device Control .

MAPNG ac@dAesia yia GAOUG TOUG TUTTOUG UTTOBOHWYV

KatoaraxOnke # 1 ot avegaprnreg dokipég aopaAeiag
KaAGTre! puoikolc & eIKoVIKOUG UTTIOAOYIOTEG Kai servers, KIVIfTEG ouokevég kan Exchange mailboxes
Evioxupévn ipootacia and fileless emBéoeig

"Evag agent, pia kovooAa




Mia Kovaodha Na OAeg Tig Aeiroupyieg

Aeite auéowc 6Aa Ta auuBavra aopaleiag Tou opyaviauou oac

Ta reports kai o1 gidotToINCEIS oag fonBolv va ioTe BIOPKWS EVAUELOI Yia OTTOIONTTOTE GUUBGV

lpoortarsure amd Siappoéc dsdouévwy Kai suaiobnrng mAnpogopiag
ATTOoKAgioTE TOUS £YKANUATies arrd 10 va KAEWouv suaiobnTeg TANPOQOPIES 1
ETAIPIKGA dedouéEva

EUkoAn amouakpuouévn eykaraoraocn

KepdioTe xpdvo eykaBIoTwVTac amouaKpUauéVa TNV TpooTaadia

Auéniore TNV MapaywyikoTnTa Tou opyaviouou
EAéyére tnv mpdoBaon twv epyalouévwy o€ Sites 1 EQapluoyEC

TMARPWS TTAPAUETPOTTOINTINES AEITOUPYIES

PubBuiote mAnpw¢ KGBe Acitoupyia woTe va TTETUXETE THV
UEYIOTN TTpOOTACTIA UE THV AlyOTEPN TTPOOTTABEIR




AEITOYPI'IEZ

Antivirus pe Machme Leamning txvoloyia
Machine |eamlng TEYVOAOYIQL KavY] VO aviyvedet Ko Tig mo séelrypéves smbsosic AZ10m0100VIoL TOVAGIGTOV
machme |ecmlng poviéla Ta omoia Swapkdg evnuspodvoviar Pacer e mAnpogopias mov AapPavovv amd 500 sx
endpomts maykooping PeAtidvovias TV anoteEdecpanKéT T TG CAPOOTG Kot sEhayictomowdvras Ta false positives.

Network attack Defense
Anoxtiote éva vEo sminsdo mpootacias and sMBEGE OV OIOCKOTOVY CTNV TPOGHacT 610 cvoTNUe, skpsToAdsvopsvol
T sondBeieg Tov ducrvov. Ensxteivete Tig mpoctatsvpives TEpIoyEs TOpa pe ™V ac@disia mov Pacilstor oo Siktvo,
mov phoxdpst anciréc 6moc Brute Force attacks, Password Stealers, Network Exploits mipiv popécouy va extsdectobv

IIpoctacia anwdé Ransomware
Or eyvohoyieg capmong tov Bitdefender pmopody va aviyvedcovv Eyxaipa omolodnmote ransomware TP owTo
sxtedeotei Emndéov vndpyer n Svvardémra avtépatov backup tev apysiov mov sxtifeviar ot kivbuvo
KPURTOYPAPNONG OOTE va pnv vrdpés n mapapkpr mbevoma va yabodv apysic axd Tov VAOAOYICTY.

Anti-Phishing xo1 £Aeyyog web mpéoaong (Web Filtering)
To gitpapiopa Web Secunity smitpénet ™) cdpoot mg swoepydpsvc web traffic oe paypatixd ypévo,
cvpnsphapBavopévig mg xiviione SSL. http xau hitps, 11 va anotpéyer m Afym xaxdBoviov Aoyiopod 6o ehixd
onpsio. H npoctacio. xatd tov phishing axoxdsis avtopata Tig 1otocekideg phishing xabég xor Tig bmonteg 10tocehidee

Advanced anti-Exploit - Ipoctacia me pvipng
"Eleyyoc mg pvijune @ote va aoxAsioviar smbiosi; mov Ba expstoddsdoviay sonabsic kot pn svnpepOpEVEg
£pappoys; Yo emibeom Gto endpomt

RISK ANALY TICS AND
HARDENING

PREVENITION

DETECTION AND RESPONSE

REPORTING AND INTEGRATION

Device Control
H svémto Device Control smipérst mv mpdinym g Swappotic svaichnieav dsdopivav xor poddvosev and xaxdfovia
Aoyiopka pEce sEMTEPIKGV CVOKEDEV OV sivar cvvdedepéves ota Tehixd onpeio

Firewall
Ta endpoints mpoctatsdovear amd sicBolic pe iva mhipag two-way firewall pe Azizovpyia Intrusion Detection.

Endpomt Risk analytics
H pmyavi sk analytics vrodoyilsr coveyog po Babpoloyio xvdbvov yia my £bxokn Tovopmor KoL 1EpApYIIOT TOV CTOYEIDY,
YEYOVOG OV S1EVKOADVEL TOV SIYEIPIOTY) VU OVIYIETOMWIOEL TA MO Exsiyovia (rojpato




Awo0Eciueg mpocOeTEC VIINPECTLES

GravityZone Email security
I | H amméAuTn TToAuETTITTEDN TTPOOTACIa YIa OAOKANPO TOV Opyaviopd oag amd yVwoTEC, AyVWOoTEG Kai

avadudpeveg ameIAéG NAEKTPOVIKOU Taxudpopusiou. FTaparmioTte 10 phishing peyaing KAIJOKAG, OTOXEUPEVES
emBEoelg, amareg CEO kal KakOBOUAO AOYIOUIKO OTIC Diadpopég Toug. AlaTiBeTan wg TTPOCBETO OTO
GravityZone Advanced Business Security.

Ka1 TapapIaoei; OedOpEVIV. AIQTTPIOTE TO AETOUPYIKO 00g OUCTNUA KAl TIC EPAPHOYEG OAG EVI|HEPWHEVEC
ot 0AGKAN PN T Baon eykaraoTaong Twv Windows - otabpolc epyaciag, physical servers kai virtual

Patch Management
Z ‘ Ta pn evnpepwpéva CUCTIHATA GPIVOUV OpyaviopoUg EUGAWTOUG O TIEPIOTATIKA KaKOBOUAOU AOYIOHIKOU

servers pe 1o GravityZone Paich Management.

TOUG pUnxaviopoU¢ KpuTIToypaenong mou mrapéxovral amd 1a Windows (BitLocker) kai 7o Mac (FileVauit).

Full Disk Encryption
3 | To GravityZone FDE mpooTareiel 1a 5edopéva yia oAOKANpo 10 okAnpé 6ioko Tou endpoint aZioTTOKIVIAG

Emwe@eAeftal amé v KpuTToypa@naorn eyyevols CUOKEUNG Yia va eEac@alios: AP cupBaTéTnTa Kai
péyiom amédoor). To GZ FDE &ivan evowpaTwpévo aTnv KovooAa kai otov Agent, xwpic va urrapyel
Kammolo¢ GAAog TTpOoBeTOC Agent yia TNV eyKaTaocTaoT) fj kamolov key management server. H xprion mg
uTTapxouoag uTrodorG ac@aisiag Tou endpoint yia 1 Siaxeipion TARPOUG KPUTITOYpagnang diokwy
EMITPETTEI TTAN PN KEVIPIKT] QVATITUEN pE EAGXIOTN DIOIKNTIKI TTPOCTIAbEIa.

EAAHNIKH TEXNIKH YIMNTOZTHPIZH
Napeyetal Awpeav Texvikn YnootnpEn ota EAAMVIKG TIC EpyaGIUEC NUEPEC KO WPEC UECL:
TnAsdwvou, email, Live chat ko email ticketing
NepoootepegMAnpodopieg oto https://bitdefender.gr/business-technical-service/




